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Unleash the power of Python scripting to execute effective and efficient
penetration tests

About This Book

- Sharpen your pentesting skills with Python

- Develop your fluency with Python to write sharper scripts for rigorous security
testing

- Get stuck into some of the most powerful toolsin the security world

Who ThisBook |sFor

If you are a Python programmer or a security researcher who has basic
knowledge of Python programming and wants to learn about penetration testing
with the help of Python, this courseisideal for you. Even if you are new to the
field of ethical hacking, this course can help you find the vulnerabilitiesin your
system so that you are ready to tackle any kind of attack or intrusion.

What You Will Learn

- Familiarize yourself with the generation of Metasploit resource files and use the
Metasploit Remote Procedure Call to automate exploit generation and
execution

- Exploit the Remote File Inclusion to gain administrative access to systems with
Python and other scripting languages

- Crack an organization's Internet perimeter and chain exploits to gain deeper
access to an organization's resources

- Explore wireless traffic with the help of various programs and perform wireless
attacks with Python programs

- Gather passive information from a website using automated scripts and perform
XSS, SQL injection, and parameter tampering attacks

- Develop complicated header-based attacks through Python
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In Detall

Cybercriminals are always one step ahead, when it comes to tools and
techniques. This means you need to use the same tools and adopt the same
mindset to properly secure your software. This course shows you how to do just
that, demonstrating how effective Python can be for powerful pentesting that
keeps your software safe. Comprising of three key modules, follow each one to
push your Python and security skills to the next level.

In the first module, we'll show you how to get to grips with the fundamentals.
This means you'll quickly find out how to tackle some of the common challenges
facing pentesters using custom Python tools designed specifically for your needs.
You'll aso learn what tools to use and when, giving you complete confidence
when deploying your pentester tools to combat any potential threat.

In the next module you'll begin hacking into the application layer. Covering
everything from parameter tampering, DDoS, XXS and SQL injection, it will
build on the knowledge and skills you learned in the first module to make you an
even more fluent security expert.

Finally in the third module, you'll find more than 60 Python pentesting recipes.
We think this will soon become your trusted resource for any pentesting
situation.

This Learning Path combines some of the best that Packt hasto offer in one
complete, curated package. It includes content from the following Packt
products:

- Learning Penetration Testing with Python by Christopher Duffy

- Python Penetration Testing Essentials by Mohit

- Python Web Penetration Testing Cookbook by Cameron Buchanan, Terry Ip,
Andrew Mabbitt, Benjamin May and Dave Mound

Style and approach

This course provides a quick access to powerful, modern tools, and customizable
scripts to kick-start the creation of your own Python web penetration testing
toolbox.
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Unleash the power of Python scripting to execute effective and efficient penetration tests

About This Book

- Sharpen your pentesting skills with Python
- Develop your fluency with Python to write sharper scripts for rigorous security testing
- Get stuck into some of the most powerful tools in the security world

Who ThisBook Is For

If you are a Python programmer or a security researcher who has basic knowledge of Python programming
and wants to learn about penetration testing with the help of Python, this courseisideal for you. Even if you
are new to thefield of ethical hacking, this course can help you find the vulnerabilitiesin your system so that
you are ready to tackle any kind of attack or intrusion.

What You Will Learn

- Familiarize yourself with the generation of Metasploit resource files and use the Metaspl oit Remote
Procedure Call to automate exploit generation and execution

- Exploit the Remote File Inclusion to gain administrative access to systems with Python and other scripting
languages

- Crack an organization's Internet perimeter and chain exploits to gain deeper access to an organization's
resources

- Explore wireless traffic with the help of various programs and perform wireless attacks with Python
programs

- Gather passive information from a website using automated scripts and perform XSS, SQL injection, and
parameter tampering attacks

- Develop complicated header-based attacks through Python

|n Detail

Cybercriminals are always one step ahead, when it comes to tools and techniques. This means you need to
use the same tools and adopt the same mindset to properly secure your software. This course shows you how
to do just that, demonstrating how effective Python can be for powerful pentesting that keeps your software
safe. Comprising of three key modules, follow each one to push your Python and security skills to the next
level.

In the first module, we'll show you how to get to grips with the fundamentals. This means you'll quickly find
out how to tackle some of the common challenges facing pentesters using custom Python tools designed
specifically for your needs. You'll also learn what tools to use and when, giving you compl ete confidence
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when deploying your pentester tools to combat any potential threat.

In the next module you'll begin hacking into the application layer. Covering everything from parameter
tampering, DDoS, XXS and SQL injection, it will build on the knowledge and skills you learned in the first
module to make you an even more fluent security expert.

Finaly in the third module, you'll find more than 60 Python pentesting recipes. We think this will soon
become your trusted resource for any pentesting situation.

This Learning Path combines some of the best that Packt hasto offer in one complete, curated package. It
includes content from the following Packt products:

- Learning Penetration Testing with Python by Christopher Duffy

- Python Penetration Testing Essentials by Mohit

- Python Web Penetration Testing Cookbook by Cameron Buchanan, Terry Ip, Andrew Mabbitt, Benjamin
May and Dave Mound

Style and approach

This course provides a quick access to powerful, modern tools, and customizable scripts to kick-start the
creation of your own Python web penetration testing toolbox.
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Editorial Review
About the Author
Christopher Duffy

Christopher Duffy currently leads cybersecurity and penetration testing engagements globally. He has a
specialization in advanced technical testing, including penetration testing and security assessment done to
evaluate an organization's security strategy from a malicious actor's perspective. He has worked a lot with
both network and system engineering teams to evaluate critical system data flows, and identified areas where
controls can be put in place to prevent a breach of sensitive or critical data. His work with multiple
organizations has been key to protecting resources based on the information they have held, which has
helped reduce risks while maintaining resilient and cost-effective security postures. Chris has over 12 years
of experience in the information technology and security areas, including security consultation, with afocus
on businessrisk. He has helped build advanced attack and penetration teams. The work that his teams have
done has encompassed everything from threat modeling and penetration tests to firewall reviews and
FedRAMP readiness assessments. Chris has led, managed, and executed over 400 engagements for Fortune
500 companies, U.S. government entities, medical providers and payers, educational institutes, financial
services, research organizations, and cloud providers. For almost a decade prior to private sector work, Chris
was a cyber warfare specialist, senior systems engineer, and network infrastructure supervisor for the United
States Air Force (USAF). He has been honored with numerous technical and |eadership awards. Some of
these include the (1SC)2 Information Security Leadership Award (ISLA) for the information security
practitioner category in 2013, the noncommissioned officer of the year (both at the base and wing levels) in
2011, and the top technician within the cyber transport career field for the United States Air Force (USAF)
Intelligence Surveillance and Reconnaissance Agency. He is a distinguished graduate of USAF network
warfare training and has publications to his credit in SANS Reading Room, Hackin9 magazine, eForensics
magazine and PenTest magazine. He holds 23 certifications, a degree in computer science, and a master's
degreein information security and assurance.

M ohit

Mohit (mohitraj.cs@gmail.com ) is a Python programmer with a keen interest in the field of information
security. He has completed his Bachelor's in technology in computer science from Kurukshetra University,
Kurukshetra, and Master'sin engineering (2012) in computer science from Thapar University, Patiala. He is
aC|EH, ECSA from EC-Council USA and former IBMer. He has published several articlesin national and
international magazines. He is the author Python Penetration Testing Essentials, also by Packt Publishing.
His LinkedIn profile is https://in.linkedin.com/in/mohit-raj-990a852a.

Cameron Buchanan

Cameron Buchanan is a penetration tester by trade and awriter in his spare time. He has performed
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penetration tests around the world for avariety of clients across many industries. Previously, he was a
member of the RAF. In his spare time, he enjoys doing stupid things, such as trying to make thingsfly,
getting electrocuted, and dunking himself in freezing cold water. He is married and livesin London.

Terrylp

Terry Ip isasecurity consultant. After nearly a decade of learning how to support I T infrastructure, he
decided that it would be much more fun learning how to break it instead. He is married and livesin
Buckinghamshire, where he tends to his chickens.

Andrew Mabbitt

Andrew Mabbitt is a penetration tester living in London, UK. He spends his time beating down networks,
mentoring, and helping newbies break into the industry. In his freetime, he lovesto travel, break things, and
master the art of sarcasm.

Benjamin May is a security test engineer from Cambridge. He studied computing for business at Aston
University. With a background in software testing, he recently combined this with his passion for security to
create anew rolein his current company. He has a broad interest in security across al aspects of the
technology field, from reverse engineering embedded devices to hacking with Python and participating in
CTFs. Heisahusband and afather.

Dave Mound is a security consultant. He is a Microsoft Certified Application Developer but spends more
time developing Python programs these days. He has been studying information security since 1994 and

holds the following qualifications: C|EH, SSCP, and MCAD. He recently studied for OSCP certification but
isstill to appear for the exam. He enjoys talking and presenting and is keen to pass on his skills to other
members of the cyber security community. When not attached to a keyboard, he can be found tinkering with
his 1978 Chevrolet Camaro. He once wrestled a bear and was declared the winner by omoplata.

Users Review
From reader reviews:
Keith McLeod:

Now aday individuals who Living in the era everywhere everything reachable by match the internet and the
resources in it can be true or not require people to be aware of each info they get. How alot more to be smart
in obtaining any information nowadays? Of course the correct answer is reading a book. Examining a book
can help folks out of this uncertainty Information particularly this Python: Penetration Testing for

Devel opers book because this book offers you rich details and knowledge. Of course the information in this
book hundred percent guarantees there is no doubt in it you know.
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Michael Walker:

This Python: Penetration Testing for Developersis great e-book for you because the content which is full of
information for you who have always deal with world and have to make decision every minute. This book
reveal it information accurately using great organize word or we can claim no rambling sentencesinside it.
So if you are read that hurriedly you can have whole factsin it. Doesn't mean it only offers you straight
forward sentences but tricky core information with attractive delivering sentences. Having Python:
Penetration Testing for Developersin your hand like keeping the world in your arm, detailsin it is not
ridiculous just one. We can say that no reserve that offer you world with ten or fifteen tiny right but this
guide already do that. So, thisis good reading book. Hey there Mr. and Mrs. occupied do you still doubt
this?

Alma Rasmussen:

In this eraglobalization it is important to someone to obtain information. The information will make you to
definitely understand the condition of the world. The health of the world makes the information quicker to
share. You can find alot of personal referencesto get information example: internet, paper, book, and soon.
Y ou can see that now, alot of publisher that will print many kinds of book. The book that recommended to
you is Python: Penetration Testing for Developers this e-book consist alot of the information from the
condition of thisworld now. This particular book was represented so why is the world has grown up. The
language styles that writer value to explain it is easy to understand. The actual writer made some
investigation when he makes this book. That is why this book suited al of you.

Jennifer Meeks:

This Python: Penetration Testing for Developersis completely new way for you who has interest to look for
some information since it relief your hunger details. Getting deeper you upon it getting knowledge more you
know or perhaps you who still having little bit of digest in reading this Python: Penetration Testing for
Developers can be the light food for you personally because the information inside this particular book is
easy to get through anyone. These books create itself in the form which can be reachable by anyone, sure |
mean in the e-book application form. People who think that in publication form make them feel drowsy even
dizzy this e-book is the answer. So there is absolutely no in reading a guide especially this one. Y ou can find
what you are looking for. It should be here for anyone. So, don't missit! Just read this e-book style for your
better life along with knowledge.
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