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Many organizations and government agencies require the use of Common
Criteria certified products and systems and use the Common Criteria
methodology in their acquisition process. In fact, in July 2002 the U.S. National
Information Assurance Acquisition Policy (NSTISSP #11) mandated the use of
CC evaluated IT security products in critical infrastructure systems. This
standard provides a comprehensive methodology for specifying, implementing,
and evaluating the security of IT products, systems, and networks. Because the
Common Criteria (CC) for IT Security Evaluation is a relatively new
international standard, little written material exists which explains this how-to
knowledge, and it's not exactly easy to interpret.

Designed to be used by acquiring organizations, system integrators,
manufacturers, and Common Criteria testing/certification labs, Using the
Common Criteria for IT Security Evaluation explains how and why to use the
Common Criteria during the acquisition, implementation or evaluation of an IT
product, system, network, or services contract. The text describes the Common
Criteria methodology; the major processes, steps, activities, concepts,
terminology, and how the CC methodology is used throughout the life of a
system. It illustrates how each category of user should employ the methodology
as well as their different roles and responsibilities.

This text is an essential resource for all those involved in critical infrastructure
systems, like those operated by the FAA, the Federal Reserve Bank, DoD,
NATO, NASA, and the intelligence agencies. Organized to follow the Common
Criteria lifecycle, Using the Common Criteria for IT Security Evaluation
provides examples in each chapter to illustrate how the methodology can be
applied in three different scenarios: a COTS product, a system or network, and a
services contract. The discussion problems at the end of each chapter ensure the
text's effectiveness in an educational setting and ensure that those government
officials required to comply with Presidential Decision Directive 63 (PDD-63)
will be able to do so with confidence.
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Many organizations and government agencies require the use of Common Criteria certified products and
systems and use the Common Criteria methodology in their acquisition process. In fact, in July 2002 the U.S.
National Information Assurance Acquisition Policy (NSTISSP #11) mandated the use of CC evaluated IT
security products in critical infrastructure systems. This standard provides a comprehensive methodology for
specifying, implementing, and evaluating the security of IT products, systems, and networks. Because the
Common Criteria (CC) for IT Security Evaluation is a relatively new international standard, little written
material exists which explains this how-to knowledge, and it's not exactly easy to interpret.

Designed to be used by acquiring organizations, system integrators, manufacturers, and Common Criteria
testing/certification labs, Using the Common Criteria for IT Security Evaluation explains how and why to
use the Common Criteria during the acquisition, implementation or evaluation of an IT product, system,
network, or services contract. The text describes the Common Criteria methodology; the major processes,
steps, activities, concepts, terminology, and how the CC methodology is used throughout the life of a system.
It illustrates how each category of user should employ the methodology as well as their different roles and
responsibilities.

This text is an essential resource for all those involved in critical infrastructure systems, like those operated
by the FAA, the Federal Reserve Bank, DoD, NATO, NASA, and the intelligence agencies. Organized to
follow the Common Criteria lifecycle, Using the Common Criteria for IT Security Evaluation provides
examples in each chapter to illustrate how the methodology can be applied in three different scenarios: a
COTS product, a system or network, and a services contract. The discussion problems at the end of each
chapter ensure the text's effectiveness in an educational setting and ensure that those government officials
required to comply with Presidential Decision Directive 63 (PDD-63) will be able to do so with confidence.
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Editorial Review

Review
"Herrmann knows her stuff. The book lacks nothing in rigor and erudition. Multiple tables and flowcharts,
which abound throughout the text, yield insights into the technical aspects of the Common Criteria. [The
book's] richness of detail offers a good reference for security system evaluation." - Security Management,
Nov. 2004

Users Review

From reader reviews:

Wendy Poston:

The book Using the Common Criteria for IT Security Evaluation gives you the sense of being enjoy for your
spare time. You can utilize to make your capable considerably more increase. Book can for being your best
friend when you getting stress or having big problem together with your subject. If you can make studying a
book Using the Common Criteria for IT Security Evaluation being your habit, you can get much more
advantages, like add your own personal capable, increase your knowledge about some or all subjects. You
may know everything if you like start and read a book Using the Common Criteria for IT Security
Evaluation. Kinds of book are a lot of. It means that, science book or encyclopedia or others. So , how do
you think about this e-book?

Eric Ballentine:

It is possible to spend your free time to study this book this publication. This Using the Common Criteria for
IT Security Evaluation is simple to develop you can read it in the recreation area, in the beach, train and also
soon. If you did not possess much space to bring typically the printed book, you can buy the e-book. It is
make you simpler to read it. You can save the particular book in your smart phone. And so there are a lot of
benefits that you will get when you buy this book.

Christine Hook:

Beside this particular Using the Common Criteria for IT Security Evaluation in your phone, it could give you
a way to get closer to the new knowledge or data. The information and the knowledge you will got here is
fresh from your oven so don't be worry if you feel like an previous people live in narrow village. It is good
thing to have Using the Common Criteria for IT Security Evaluation because this book offers to you
personally readable information. Do you often have book but you rarely get what it's facts concerning. Oh
come on, that would not happen if you have this inside your hand. The Enjoyable arrangement here cannot
be questionable, similar to treasuring beautiful island. Use you still want to miss it? Find this book and read
it from today!
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Tyler Cote:

Is it you actually who having spare time subsequently spend it whole day through watching television
programs or just telling lies on the bed? Do you need something new? This Using the Common Criteria for
IT Security Evaluation can be the respond to, oh how comes? A book you know. You are thus out of date,
spending your spare time by reading in this brand-new era is common not a nerd activity. So what these
guides have than the others?
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